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SESSION (falfikgsli server side cookies)
<?php

lsession start()

.
4

R

if (isset ([ SESSION['animal']])) { . 5’(,
echo "Welcome to my web site<p>\n"; 1;1”

}else(

echo '<h2>Error</h2>No session data! Please LOGIN first!<p>"';

;o exitQls

beader ('refresh:2; url=login.php')

}2>

SESSION (logout.php)

<?php

session start();

session unset(); // JEFkE Clear the $ SESSION variable

session destroy () ; // % Destory the session

lheader ('refresh:2; url=login.php');

?>


https://www.w3schools.com/php/php_sessions.asp

new—-login.php

("user", "Tommee", time()+10, "/");
[setcookie|(Mvisit", date("v-m-d"), time ()F20O, "/"); /?Q

<a href="new.php">new.php</a> k;

new.php CX}

<?php
if (Y| [isset]|(8 COOKIE["user"])) {

echo "Error - No Access Right.";
lheader ('refresh:2; url=new-login.php')|; exit ()];

}
$x = §_ COOKIE ["user"]; echo "user: $x";

?>

cookies-counter.php

<?php
if (I [isset](§_COOKIE['count']) ) ({
$n I 1y
("count", Sn, time()+60, "/");
echo "This is the 1st time you view this page.";
} else {
$n = § COOKIE['count'];
Sn . 1;
("count", Sn, time()+60, "/");

echo "You have viewed this page $n times.";

>

cookies-delete.php (ctrl-shift-delete)

if ([isset]($_COOKIE["user"]) and [isset|($ COOKIE["visit"])) {
echo "Deleting Cookies ...";
("user", "", time ()=60
[setcookid(Mvisit", "", time()=60

}else(

echo "No Cookies found.";




EJ Cookies miuxzps B AR
maintaining user preferences, /= Z4f RAEREIVAHFIER
tracking user behaviour, B 175
facilitating persistent authentication. 5 {7758 3_COOKIE ["user"]
contain key-value pairs & @#-8i{g A% ("user","john")
associated with a specific domain and expiration date. HEi[8 1 day
B 7E BYAR 1 AR

allow the site to recall user-specific information.
SRABuSESRE R R AERIRYE G -

enhances user experience by providing personalised content,
ARPEEEEAMENAE

remembering login credentials, and retaining items in a shopping cart.
BlINECEE A SRS fRY=

is a text file stored in the client browser.
RENEPHAERNXTREE

the browser creates the Cookie and stores the data locally.

2|58 33 W A Cookie A5 SR EETF IS AEK ©

https://www.w3schools.com/php/php cookies.asp

<?php
Zcookie name = "user"”;
$cookie_value = "John Doe"; // 86400 = 1 day

|5E‘tEDDkiE($CDD|'CiE_Hame_, $cookie _value, time() + (85488 * 38), “;'"};| m

| if(lisset(s COOKIE[%cookie name])) | {

echo "Cookie named '™ . $cockie name . "' is not set!™; $ cookie
I else { o

echo "Cookie "" . $cookie_name . "' is set!l<br>”; l

echo "Value is: " . & COOKIE[$cookie_name]; T-I_"“‘w (o
} |

<?php

I :
| 5955:10n_5tart{};| $_55551°n
J/ Set session variables ;Og_ln .
% SESSION["favcolor"] = “"green”; authentication
£y fry AT A
$ SESSION["favanimal®] = "cat"; B{nads

echo "Session variables are set.”;

> server
https://iwa-network.org/use-of-cookies/

language &=, gps location HH{IE, shopping cart YY), youtube



https://iwa-network.org/use-of-cookies/

D TRLEERZEINREA Cookie BIIFEE
Benefits of using Cookies in web application

Cookies can be used to enhance the user experience.

examples EMPRER- 67!
» Saving language preference for the website * ffF RILHYEE S R

» Saving last search record for faster access next time ° 7 LRIESCHE > FEER
« Saving criteria used for filtering on an online shop ~ * RTFAE L[5 BYEREE (R 1+
(i.e. Ladies’ products, dairy and meat, etc.) (FIMIHFERAR @ LRSFRES)

Cookies can also store analytics data used for market research, & FJ LARETF A P8R

examples TER A TIZMIERE » fli0 -
« How often a user visited a site. - ARESEAEILIRE
+ How long a user spent on a page - APRTEHLEZENEH

Potential risks involved with using Cookies
Since Cookies are stored on the client’s browser, unpredictable behaviours
may occur when a server-side script attempts to access a Cookie:

o The value stored in a Cookie was altered, either intentionally by the user, or by a browser
extension.

« The Cookie has been deleted. Some browsers clear out Cookies after a certain period

to protect user privacy. Users could also delete Cookies associated with a website
manually in browser settings.
« The user has disabled Cookies entirely on the browser.

The browser would ignore any set-ccokie header in HTTP responses.
« Since Cookies are sent to the server in every HT TP request, its size
is usually extremely small (the typical size limit is 4KB, which is only enough
for a few thousand characters at most).
This limits what type of data are suitable to be stored in a Cookie.
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