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EE 24 UNIX, VMS
Android, iOS
4. FIETHIEEAERE 2458 OS JEH] -

« EHi¥ Real-time operating system (RTOS) -

P ~ e & (DLEERFI )
« EBERFEET Single-user, single task -

FEHE Palm OS

« HFFEXT Single-user, multi-tasking - b
Microsoft's K Apple's
e %M FE Multi-user - Mac OS X
K RAVEERE OS
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5. FIEHRELRSIIRE -
B Process management . x
P Memory management et |
s Device management Wf“‘i\ _ chf,'?\ |
§FFEH | Storage management m\ N |
RS H Application interface \Q‘_"_""'"“) |
e User interface it

e.g. BERRREE(E ~ FIEIREZ ~ Wik « MERES ~ EBURSEURE S

(c) =HEBESENES device driver [YTHAE EELEE 2

U] e N NG A ff ©
(d) EHIERME utility A0 B B BRI S8 Ut F 2 s BB BERE -

TR PERVIE(F - DI BB 28t HERAE

BN« 18R s ERRE LR P AR B S HY

Ty EEETH PR I 2y KSR A

i — LA (R B S 2 B ARZE -

6. Hthir CLIES M=/ K GUI B A « 2R {EFT(1FE Z4) -
MFI | (BRE LB TEERM
GUI T BEFHE > ZN FHE e HIEENE | #iEF Windows

HEHFEE HAG A P Mac OS X
CLI 5 S e BN
RN FORAAR | FEESE

7. ANEREAFRTA R ELEEAERE S > B Windows XP FH¢k %] Windows 8 -
N FEIRYEIGH EE LS e R R4 IR -
YRR A FIRVEIE LE - AERERETHIERERGAT > FREAHYE B LS -
frEa S A 7 SR =T -
R EHTHERE RSV ER
FAHY RESAEHTHYERE 24 M compatibility (F7)
T TS TR E 28

8.

CLI 5% Commands 5<% DOS Unix

5 H sk (BERR) Change directory \temp temp
BT H 8% (B k) Make directory project project
EEIREZE Copying files ab ab
R TEZE Deleting files * tmp * txt
BTEZE File listing of directories *C —al *.c
BTREEANE list file contents hello.c hello.c

Unix Simulator on Windows: www.cygwin.com
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Multi-thread %% {74% /4272 (light-weight process) 2%

code [ data files I code dala files

ragisters stack |

registars ||| registars || | regisiens

slack Slack stack

e i S |88, [ |

single-ihreaded process multithreaded process

Scheduling Evaluation Metrics
< Many quantitative criteria for evaluating scheduler algorithm:

— CPU utilization: percentage of time the CPU is not idle
— Throughput: completed processes per time unit

— Turnaround time: submission to completion

— Waiting time: time spent on the ready queue

— Response time: response latency

— Predictability: variance in any of these measures

Scheduling Algorithms

e First-come First-served (FCFS) (FIFO)

— Jobs are scheduled in order of arrival

— Non-preemptive

e Shortest Job First (SJF)

— Choose the job with the shortest next CPU burst (idle)
— Provably optimal for minimizing average waiting time

Priority Scheduling

e Priority Scheduling

— Choose next job based on priority

— For SJF, priority = expected CPU burst

— Can be either preemptive or non-preemptive

* Problem:

— Starvation: jobs can wait indefinitely

» Solution to starvation

— Age processes: increase priority as a function of waiting time
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Round Robin

* Round Robin (RR)

— Often used for timesharing

— Ready queue is treated as a circular queue (FIFO)

— Each process is given a time slice called a quantum

— It is run for the quantum or until it blocks

— RR allocates the CPU uniformly (fairly) across participants.
— If average queue length is n, each participant gets 1/n

RR with Time Quantum = 20
Process Burst Time

P1 53

P2 17

P3 68

P4 24

e The Gantt chart is:

o

Po| P[P | Py | Py

a PI I:,1 |:l‘l- PI

0 20 37 &7 77T 97 M7 121 134 154 162

« Higher average turnaround than SJF,
- But better response time .

Dining Philosopher’s Problem .\ /.
* Philosophers eat/think

- Eating needs two forks / \
» Pick one fork at a time . .

* How to avoid deadlock?

Example: multiple processes competing for limited resources

Process

—Tddress 2"n-1

address >= 0

/
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Segmentation

* Processes have multiple base + limit registers

* Processes address space has multiple segments
— Each segment has its own base + limit registers
— Add protection bits to every segment

Segmentation Example

« If first two bits are for segments, next 12 for offset

Seq  base  bounds rw

0 0x4000 Oxo6ff 10
1  0x0000 Ox4ff 11
2 0x3000 Oxfff 11

3 00

+ where is 0x02407
« Ox11087
« (Ox285c7?
« (x30027
« Ox17007

logical physical

0x4000 Dx4700......
Q000 Qx4000......
- RNR000...... Q3000

Fragmentation & Paging

« Divide memory into fixed size pieces

— Called “frames” or “pages”
e Pros: easy, no external fragmentation

Virtual Memory & Page Faults

track f

seclor s _

«

|

i
-

I

|
cylinder ¢ —

|

|
==

|

pin[:-y e —

What does the disk look like?

+— arm assembly

rotahion
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Disk overheads

e To read from disk, we must specify:
— cylinder #, surface #, sector #, transfer size, memory address

e Transfer time includes:

— Seek time: to get to the track
— Latency time: to get to the sector and
— Transfer time: get bits off the disk

5 ector

-+ >

Seek Time

Modern disks

Track

Fotation
Delay

Barracuda 180 |Cheetah X15 36LP
Capacity 181GB 36.7GB
Disk/Heads 12/24 4/8
Cylinders 24,247 18,479
Sectors/track ~609 ~485
Speed 7200RPM 15000RPM
Latency (ms) 417 2.0
Avg seek (ms) 7.4/8.2 3.6/4.2
Track-2-track(ms) |0.8/1.1 0.3/0.4

Barracuda 180 Cheetah X15 36LP
Capacity 181GB 36.7GB
Disk/Heads 12/24 4/8
Cylinders 24,247 18,479
Sectors/track ~609 ~485
Speed 7200 rpm 15000 rpm
Latency (ms) 4.17 2.0
Avg seek (ms) 7.4/8.2 3.6/4.2
Track-2-track(ms) | 0.8/1.1 0.3/0.4

Non-uniform #sectors / track
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RAID
e A RAID is a Redundant Array of Inexpensive/Independent Disks

Y

S

Strip 2
H-'““‘“-H__E-r""‘

Strip 6
“"--..\_\_‘_\_\_\_'_'_'_H_,.,-'

N
RA' D O data disks
RAID 1 mirror copies
Y
RAID 2 data disks ECC disks
- ' B Ty
k““'—_— \“‘“— _—“"} Single parity disk can be used
*-H,E't 0 xf_'? Bit i,,.- to detect and correct errors
h"‘““-a-._ h‘“‘a__
R 7
e /
_‘\I'/F Parity disk 1
RAID 3 data disks
— _ _
g -
Stripjf Strip 2 Strip 3
5529"' Strip Sz_lfjp
Strip Strip Strip
_
Y Parity disk
RA' D 4 data disks
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File-Allocation Table
[directory entry /""';-_-:""'\ directory
lesl | ese | 217 \‘_______,/ file start end
nama start black & o0] 1@ 200 30) jeep 9 25
4[] s[] 7]
217|618 8] Ffu 10
12 ha el 1150
m -
w17 e[ e8]
20[J21 23]
618 339
24 J2sElles[ J27[]
no. of disk blocks -1 28[_J29[ Jso[J31(]
FAT [
Linked Free Space List on Disk
free-space list head —
10.8
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2 EEN e 3]

1.

HAH R T — (B4 s R

]
N

R Bl AT A FRER R M =] -

(@) B3 HHaEuh(s A A 2SRRI - 2 )

7 15 -
A AR A RIS -

(b) () farsEfEsRlmE jprotocol ? SEEIF - (1 53)
R4S b ISR RS DU T B A — (3t HIREE rules
fain -

(i) BRERHRE ISR BRI BEmOTE - (L 5
(ELaea i
HIfaERE

() sARHAME BRI E S 5 web-hosting Ae2r 7 4G = TEEAE -
22

Huk L2 HAEIARG ZFE(B1 - ablmec.edu.hk)
RERITH
(d) HRRFEAENEEEE B A LR A S AR « 31 A R e e R R -
WEREZ{F - mail-server (Ei&E
A5 © domain name et

https://www.udomain.com/zh/register/

(e) fa[=H DNS ? 5l DNS $HHAgnAAY B -

I ATE AR (DNS)IE BlIEER (BHE)
SR A L EREDN Brele > JIEEH

e.g. % © ablmcc.edu.hk IP :
(1) Fsd i (77 2 A R e s -
ik A GHIIIA | 2
GEDYE

o35 4 _EfE A [nost ({128 server ~ % S client) B HoAthfE g
(IPv4 32-bit, 232=40 {Efi7kk; IPv6 128-bit, 228 i 1)

ping www.ablmcc.edu.hk [ . . . ]

ws-chpll G H#4d.doc 11.1



G-I

P ( ) Phl i ict Higj: 20174 H H
3. ZlH TCPNP [I{EE: -

a. SRESHYEREL e -

b. BdZHIEE - A EREE M2 EE -

C. PrREEFTHEERE M E % -

d. CZIEA R RS - N RIEARSSPR TCP/IP (fa] GAR )
4. S3LUT4E0E URL HYSE RIS » WERIREE AR+ ~ 3834 ~ T HERAME - FIF A1 ~

NFEHERE ~ FEEIR:S - http://www.mycomp.com/~abc/js/index.html

e EE T Bt
el R T E N E FHE(E RS

5. ERHENFEME AGIA - UL TR AER SR T R -
HI4E HEE BT EECH
Mg Hes Routers GiREAR S LAY
HuE ) packets EAFIITATHY » HEFERRERN
i TR R(TTL=0)AYE & 17
6. internet Qﬁi V=R CIbawillis
T EE  REET RERY T ST R ERMEAE4E ja network of networks
TEYELE ) BRI EAHEAET T4 L o FT4HRCHYE R - B HE - SERTEE
SRR B B Ak A E R BT R A
gk DoS Attack [HETHR X%
M E (ERes » B R
k82 FAEbR e E SR AR AR - (EREERRESN - 2P R )
{Elfasls | AEuS BT
=i AR T 5 NJE > band-width 1Gbps,300Mbps
P
F =B e (RAM, CPU, HD Hfi)
RS T VAR P /T THE (active processes)
A L Y B FEAF RS - 48 E5E
7. gl TCPIP Y[ {EA R RE ZIHE. -

E P SH—EfEZE > TCP GILHE R el —(E=Z (H

P Jeg & F SR &t b Mgk > AR EEHE -
FlE% - TCP S IEINEIE 6 - &= pl—EfEZE > FHEEH P -

http://www.ablmcc.edu.hk/~scy/CIT/network/ http://www.ablmcc.edu.hk/~scy/ClT/netimages/
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FhER S GREE ERIEED

1 @E-RTasEREEESH -
(8) FREBR ST % -

G (SiEss) ETARA * THICEFRAY
FEkE LS b > REA T B A A

= 4R A S Bt B0 SOk - B

(b) E B4 T 1 Al B s I E A 3 51 2
HERAEE R T TEE RSN - TR En AT

W BB E RS S E S I PR R

2. (a) ERE A E e 2
(b) PRITE RS/ LLHIThAE 2 B3 Wi (E Y AR 5T -
BITE sk AR oY) ~ SRR ER] WA SRS R

B+

(c) Bt =S R EAER -

i

(d) figfE C#ERI NEYE S - Client <> Server
e BERE A G A o PR 2 e A B

(R HEsk e G 5 (GIFR SRAAEZE -

3. BRHFE T (e-Commerce)HyIUAER:?
TR RET RS (27 )

SEIHEETAITE - M s B

(LR T 5 (%A AU E AR R e R - SHGREITS)

e (IR ~ B AT

SRS EEYR - SRR & > AR A

Y B RE RIS B8 - e A RE P (A R e e A AR s Y e

A (5 FH G B4Ry S5 RS ANRE » A ROt I AR > FE A AR S Y A

A B TR T B Y

ZRFMNEFEN CHEE - (AARNEE MEERETSE) - ABIEE RS

SRV 77 52 (e-Commerce) IO R TR (FRE/EH4)?
L A% SR ] T B

L REEFEER HEN GRS EE (R - (581048 1))

L A% SR A T S

LB ETRSTERE RN | IR
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4. HH PKI TABIZIERLE RS Public Key Infrastructure {0 AT -
a.Public Key c.Digital Certificate

b.Private Key d.Certificate Authority (CA)

O Q=

5. A PKIHETEU N EED:
(a) FEERAEELG L

HHAIA T iy it g A
HEREME LS L
HAEZARLFIA T i it g TERNEREE ~ FT5
) v o~ Q>
HHAIA T iy 7ty I (5F)
A REIRGE L
ZAIH T iy it g A

EREFTRASME  SURE R
http://www.ogcio.gov.hk/tc/regulation/eto/digital cert/uses of digital cert/

6. ﬁﬁ%—{lmﬁﬁ%fﬁ Digisign ~ Symantec - VeriSign ~
ISR (CAMNE R E? (ERTREIA 58

=i

7. %ﬁ%ﬁ%@@uwmmmmk@%?

AR HETE N pace ~ S2EIG ] RO RS - el
B EL G PR I (fighe) — L IS (e.9. MUERTEIR A% - BOREHERIBIE -
d i, BE - B - 2R BEEES) K
T EE TH o REAREEAHRVEEE 5
THEI B TH 5 B4 HIRF R E S
EERHE EE ' e.9. FEZE B HK Education City
axa T b B BETE R

8. izt POP mail B1 Web mail #y53 5 -

1. POP mail: EE:E T

s (Outlook) UgZeEEE -

Web mail: E#2L T

» (Hotmail) Y52 -

2. POP mail: f¢EEEHER RS T B EERE E i
Web mail: 3R BB E T #L R B Y TR R D I -
3. POP mail: —H i T BERE - BIE4H > e EEE A B -
Web mail: (s F 005 32 48 ED BB 23 A1 > BT DAUCER B -
9. YT TE M email(tH gL E (Z)HI RS -
RS ~ AR (SR
12.2
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FH=s WHEHES

1. TREMEECHEMANEIE T UMY HTML A% -
TESERELETR - fEAE ZE| L 2 H (E) ik 25 web-server » DIEATORE ¢
<html>
<head>
<title>Rock Music</title>
</head>
<body>
<hr>
<font size="4"><u><b>Welcome</b></u>
This page is constructed by <i>Stg. <b>Pepper</b></i>
<a href="http://www.abc.edu"></a>

</body>
</html>
(@) () THERER &R - S E (RS © (1 57)
e E it €
(i) EEFEFARESRFR FAEE - B E eI’ & U &R ? (1 %)
(b) () EEHFTAEEE %LU\E_E‘%[%@ETE’]XK (1 77)
(i) %E?Eél%lﬁ%l@ﬁﬁ%%@ » FEMEATERELTFEE L ? (2 77)
(i) fELLEAUREZE S > <hr>F{aTif ? 1 43

(c) 4R " <a href="http://www.abc.edu.hk"></a> | -
(i) EFE " <a href="http://www.abc.edu.hk"> ;| 1 I </fa> | drfEfhn A —{@E 0
hello.jpg B4 - 545 HZEE HTML BEZE N AIAGY HTML 3847 = (2 43)

(i) ZFELEAFAELEE FETF hellojog @ BT LA ESERIN  THREIBEHLEEE 2 (1 4)

e R EE R

(i) FEAIAT (c) () &9 HTML EEa)tk - B A CEAERIE s B ) aaE
rﬁj/ﬂlﬂfﬁ ? (1 /\)
B FS e http://www.abc.edu.hk FY48E

(iv) 1F " http://www.abc.edu.hk ; 5 > http I edu 47 I EEE ? 2 49)
http * (RSO EETE) — FZKEE SAFHT R E
edu : FEZAENEE—(E PRI,

TLD (top-level domain THE1%4) http://en.wikipedia.org/wiki/List of Internet top-level domains
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2. WIEHET—EE AL - kA K BB IE R -
(@) () &% m I (A B Ao Pk A B 4 B 2 @ 49
Adobe Microsoft
(i) ZRH=(EER (a) ) e E Rk A (e - 3 %)
SRS Rz 4 4R S R
PR TERAGRE SRS FrEEams i a st
RS A B E I AR [ERIEE S HEE R
Y E 4R R (e (WYSIWYG)HItE T4 E
(iii) 487 S E PR ARy - /AE R REEEESES 2 1 9)
MTES

LR ERIE N B TS > B B R Al o R e R
(b) () “EZEMREILL ERIThAE > SV ARG T A& RS ? a 77)

(if) | E3AH 5 R 2 o] FI & PR R R 2 1 4
FEZEE ALY B

(iii) HARLm S 4Enh) - AT EID0AE REEMA P A - AR & R
P BB E2RSE R T AEE 2 @ )
LA et A
DA 5 4w R UEIST

B (R AN H dmiRek i - R R e H R AF

(€) &y Cl RS TSRS A E R - 81 #AEE HBUR - (5%t LA A RIS 4

F - Al AR LbE R A RER IR o B R (E AT BERY R (2 47)
f 1 AR A
Eila KIFf#E e.g. <img src="c:\images\youtube.gif">

3. KRITETHBEAFNIEEIES Wit RSN RS A S L2 B -

(@) () RfTAEIBRYEE ARG E R ? (1 4%)
§{sE )
(i) Bl R bh - 5 (T B Y (- 2 %)
/NIFEEAE 155 | &5 [ IR

NIRRT AT BT, » Hhi TR R % kA s R e ] -
st SO S HTML AR 4R B4 -

(b) () FAPTREES R EEHEA TR ? 1 4
(A7) SR A FIHY
(i) BxHTML Sh o AR REES 7 sl 0 1 )
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FHEUUER ERAREAEER

1. (a) WL ERAFERER N EER? (DRI R )

1A

Problem Definition

2. AT

Problem Analysis

D[ AASS

3.ERETEE

Design of Algorithm

4 BRI TR Implementation
5. FReEHMDAGL Debugging & Testing
6.4 Documentation

2. Fal "SR b, BRI T -

SHEIEH - FH HIEE 5 Z it o

A NEIE =L bak-cvz S AN N R AT FAER - 1T 5 (I R A ]
H

FHEESE AT 4 H B R PR

A [E] B AT [E) R4

Ja

18R v A S —(ERE - T B

3. BEHUERSDKMEIEA -

{EA

HEANHETS (Top-down approach)

TR RE > Pr R R BE Y (FEBR)AY & BT
4. J7BRIEE FHAREUREE
U Y » RAFEBEZ EIHY
5 B TR, FrE T RIEE -
AT OIS
[ REHY S AR A
EXSVEE S, PR BESFIEE 7 Y513 KE 25

6. SFIERERIEIY = (EEA T IERIEEE , -

Q) sequence (a=1; printf, scanf)
(2) selection (if, switch-case)
(3) iteration (while, for)

7. FEBE=EIIRY TREASEIR, o WAEE BT - p.73

gEan  Syntax Error | 85855 0 JRHR( ) 0 SEFETR{..}
FEa Run-time Error | #—{E#FRLL O ~ HEEGH ~ A FISCFAE
sE= Logical Error | $EaRiVEDERGET ~ IS TEERIE(>,<)

for(i=0;i<10;j++)..
for(i=10;i<0;i--)..
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7. ERHS - B A S T R

At ABUE (0

-

A O BB R UG -

8. B LEEHE iR -

9. (a)

(b)

(©)

(d)

T B~ B~ BReREE

AE IS - SRR ACE TR st EWmARE O FRIN 8975 &/

e RNEE - E A 0 R (R -
HITER

A TR (045%): -3 6 7 12 8 0
g = 6.0
/N =-3
A =12

FIFHLL NI H 5ER% iy 7 BEIE] -
LN
LREEES
Ty a e A%ERR ~ (HAREHL 10082 PR
3 AT A00%E R

O

RSN

o o o o

I

R (D) HTEFENERER > sEt—(EREE -

HITER

R AL 2000
& BEE

R g AL 1900
& RN EEE

B 2R B AR T = (A 45 -
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Frask EAGEESES

1. SHIERFEENE ~ TESME TREFREES o (01T - p.82-87
RS Machine code, Assembly Language

=10Es

2. YIRS - SfE TREFREES o BIE - B -

EHGESTER (FER) REGESET (BEE)
1| 2% A - Bl 25 BHH - B B
R UG EL JERE A
R R P R B ] e R B AR T P R S i
3 | MRS (B T lE AT HEs (BERS) TTHME
4 | NEZEHGRMTE TR AEE (B 5 17%8)
WEESTET (5E5R) KEGESTET (FR)
1 ﬁﬁ?éizﬂﬁffrkz%h‘% (i i 22 e FITTE AR R ERTE - (G T 2 iy
FE P 2 A T RS FE Py 2 T A TR
2 | AKR4GEE 2t R4 %S 2t
(BIAT: FAEZER, ReElEfT)
3 | WEMAZEHIRE STER TR (A2l BE T

3. THWIEREAER  BEEIEEFWEES GILERS N o o FHEGTRA -
R.FRE-  e.g. 01010101, LDA 1001

4. Eﬁtbiﬁl? BEEE S HIEEL (2 —(EEEE) - (R Q.2)

tHEES (A Q.2 [B4GESIEFHIITER) www.xs4all.nl/~smit/asm01001.htm
C2E WEE=
Java HEzE=s - www.slime.com.tw/tutorial/programming.htm

5. THEI=EfEFE ; Translator A1 EEF##R? p.88
H T2 source programs (f54[: C / Pascal f£F¢)

Bl Ry m] e ERHET THY 2fy- object programs (iI411: H#=56%) -

PEIERRT . W B =R
2 Assembler

2 compilers

27 interpreters
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6. SAEE=(H T4R:EFEF, Compiler f1 T#FEFEFF 4 Interpreter #H[EUH 7T - p.91
BrT eI DLEEE THERSNE ;) b BFIER TSR . M TR, BVRIEAEE Z B -

ft FEER
N AR A » BUR
s g SR —Eordasz T HEERER . M TEOE, B -

7. B TREE . N TEERERRR o HY5H0 - p.9l

dmEEfZr Compiler fEFEFZE Interpreter
TEET 2 HiENEE 2y e TR TR - R ICEVEE JRRRFT -
BN E—1T AR TRRE AR IR TS 75 2
T T8
AN RES (RIS TEELEHERES
MR - .c > .0 > .exe TR TH

8. Wil TIEFFRERE S o RKERVEES -
HazE= OOP (Object Oriented Programming)

Al (Logic programming) e.g. Lisp, Prolog

{EH fERE
Al (portable) / (cross-platform)
EEIS N &= (human readable / user friendly)

HAZES (compatible with other programming languages .NET)

R

state what to do, instead of how to do

9. BlERERMENT TElEESEF . Al DA CEHEEN "TRSESEF . ?
B A BT

10. BRFLLL TR - 5% — AR R a4 R -

{58 F 4 SRR 7

oS | BEE (FIEARFEEGE{T - write once, run anywhere)
R R (ERERERR T - A RBASE ) o3 T)
FaEhtE=C (S/REEESIET)

CEL SN (Si/&&kaE=12F7), Flash Action Script
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1.

(EANERHFLRE) P ) http://www.pcpd.org.hk/chinese/casenotes/case_complaint.php

"Hi (data) (A% P R AR - GO (E A S T

“SCfF (document) | EUFEETER - MARLHIE - LB - BE

“E AR HEs FHE AR ;

(personal data) ER% S Ak B e e ARINEANS S &
L FERINTAER S T

BB SRR AE A E N B 3 TR BURE ISR TT(1D#)

(personal identifier) ZAN

“EEA" (use) = S -

[y — data subject

Ll — data user

RIEERHEH] http://www.pcpd.org.hk/chinese/ordinance/ordglance.html

FLFEA | BWEREAEREY K

TALLE TR R AP T TEWAE

& H IR E R H A BRSO G B A B &4 HAVIICEE

F2FA1 | EAERY K S

FI3FEA | EAFER
{8 N B AR ERF R A HHY

FAFR | EAFERS

F£5FAl | JERVAEE B A

BORNER &R~ FEEH

F6FEAI | B3R > (EPN—=

EA) Rk BRI TERIEE
____H® b 1k e
{E(EE R EE)
REEg ~ B S BIPE R %

SEfT M HEME | 55 5 RETE( ) S B o

2. RootKit [EiEr2-e w2
&l EF LA B B By AEIKECE SRS T A

AL (AR
& (EEE T ARAE—(E Z & T ek 5 S A1/ Bt AR Bk AhEhHy TR
AR RsfEFRRE ~ FRE DRSS ~ SVAREHEeAE A B A — (5 P 2

TLET EfE__  ZEANRE
RS EBUE back door > UrSEE A EER - AEHRE
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2. EFEHFL FIFEIS A > B Rootkit gl
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AUNOFTEERIRE | A g EEEEEEE s Rootkit
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3. W EMFITEMUZEW*)

PayPal (B e BEE W JNEEH
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gl

4. RFID #4i548E:% 5] (Radio Frequency ldentification)
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fEH B B i | DiwiE
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Gl
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mEE___ A (S -

AR (HER

gt a R AGH )54

ATFRAEDS C IREEFRY_ IR
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Ol (N|O|O |~ W

B AHIEE
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b Copyright ©
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a. fEmm: &~ 553K Hif - 2FER - T
b. __ fRah: Wil - EEEAIE _"
C. ___ SREI: FEE - FERES
d. fEmm: &~ MR - EEEeET - BEgE - M - 8T - B &R
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e. Hif CEEE . ERE - W
3 | a8k AR/ =55 Software Piracy?
- IEE FRRER - Software Counterfeiting
- WA RIUNE/ & I #4: infringing copy » fER__ FIR/HHY
- REGTRERERL. RfF
- HE R BB ST (software loading)
- HEMGE - THECRIZ R Hard disk loading
- B TRESRORE 5 /EHZ E F%k CD-ROM Piracy
- AzxEEIZFRA Soft Lifting
- &Gk A hRAERHR AR
4 | R T TEERER]?
JRAE(RE R N)FREEN L M AR -
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7 | BIEFRH register FEfEEC?
iER_ W BEIR_ REARERI AR M ETER
8 | IRHEA A% /)7
ZFEIHE F
9o | PEEZ/ DA HIRIUMRFE infringed?
POEE/E iy o CEEERICHRE (FE KEE)
10 | FEAFEEISMEDNL T - B] DLA P& A (Fair dealing/use)F AEY)m
B7E ~ RAANERE ~ Bflaslam - HE - (EEIFEE/ SR AR
(B~ &H ERFH SR ICIRE)
16 | sEEhRiEES N?
a. {Fin e b. (FRIEF A ek
17 | Wi A RERER/ R G RN (AT LA/ A LL)
18 | BT Software Piracy f#j%
AR RS ¢ AR =N d L S
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o (T 45 AL TR RE T
10 A7) %%E&i@ﬁiﬂ? | On - L'U
1. #{F: Commercial software Cidd. _L' L
WE ~ HHRRE - AIfEA - AR Office U _ ]
2. #k{f Shareware (WinZip, wsFtp) gé’ 2 ]
SURIR: - B - AR - RS TR AR %gﬁ_‘i'j%%
3. # (4 Freeware

Gt - A5PHE « Wi - o77EsL - 2% (Acrobat, Skype) @
2 B R R ~ (E R i B R e R S '

4. #{4- Public domain software
BB ERE/EARE - )2AIRE (SQLite, BEH??)
5. # ¢t Open Source Linux, Android, |
REMR - W{LETE MR - Fo BRI Apache, 7-zip, |
OpenOffice
11. {025 TEEEZEE ) digital signature?
s w g T — Ry ST RSB ESE

BissE = 2K + SR
TA AR PRIV H AR -

AR RIS EE IR TR Y TSRS, Tk

(R WA D7 A 72058 - B0 {sE P Z i AZi51% - FERSMIDA TSI —fET57%)
1. BT 2. il i . o
3. Bl TRE IR es g B AR - LEEE

12. —fYEREREEZE? B2
__ %% WERAK

13. fa[F8 SSL jjn#&: Secure Socket Layer?

{Ekes O FRECH —5R SSL 56 (1024-bit key)

) www.hongkongpost.com/ $5 padlock

{HE(E &R, Ry {5 P e~ HEE
N E19 T AR

14. %% SET fji’&: Secure Electronic Transaction #[1{a[3E{E?

Visa ~ MasterCard - Microsoft ~ IBM - Netscape » GTE ~ SAIC - Verisign #£fE
FURERINSEN BT T SRTRIABRRE s — A—
BB HJ7S D> EHEMITS > HRiR(TB 7 i
HJ7B € HJ7S € {EHIRTS € — —

e HJj > Bank&HJj
b (Buyer & Seller)
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15. MM ELEREER - SRR SR (RURERD) ip-phone HYMEEL K HES -

LS B LAY (B A4S B R

SHEUVIHE 64kbps - 110kbps Iy EEEAREME(E

A [EJ R A TR CEEE | B AR BT
EELEL EAER (T EE R E R G2 O

BELE A E IR KA Az (1) SCEEAE \
RS ~ ZH

S i T

16. {HER ?

iFERiTE © | RESMEI__ AYEERERRSC - SRR
LREIGRERAA R
By R

FragRE © | MBS ~ 7 (R U ~ i H ’

P 5 HWEEEZE HEWNECH IP izt - DETEREES (e H Y

(Spoofing) :
DoS (% - AR EHVE RN (request) 45 4815 - (%7

IELEHE P IR R - (Denial Of Services {EAEIRFHER)

HEEHI R RIDRED et ia - 1BE FREIYG > ERaEts
Phishing BRECZE N ABEZE N ERN(E AN ~ IRF%S) - FEEASE T
Wrdgs R | I DNS cache poisoning 8 ~ REREZ - SCRREER B ERIERER
Pharming s FH & BRI DNS i

FH = e 2R A TR L - 5025 | 2015 S 4805 - 7B Bl A A &R

http://www.zdnet.com.tw/enterprise/column/websecurity/0,2000085714,20101093,00.htm

EiRZ2EhE http://www.infosec.gov.hk/tc _chi/promotion/security _animations.html

17. S AR =(EHHY -

1. B [k RGNS RS-y S

2. alBEER il N5 AR BRI SRS 2

3.0 FHMRVEEEF - HARRNE o ETHAMIET -
LT T . BE AR AR NERE? BT REIRA -
W R /e

BT FpKEbaEEket: B AR s
HENE R N AENA

JBZEE A R RS AR F 285 2 50U S A RERY 0% - x‘ J

L
AR © 2% A ATAE S LA AP SR T J%L
1254« SR 125t - 4 x
ERELR
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18. {1 EefA A 4845 Virtual Private Network (VPN) ?

(0 I -3 1] |

Agas (e Em s ATH4E)

VPN ARG IERZ AL - A P HYERE BT 2

R AR Lt

A5 XS Firewall EYPER - (EIEPG#E(T)

PIIEIRACREGE) A (RIRE)HSS - IERIERER)

19. " ZEHE= | % Zero-Day Attack

{£ Zero Day Initiative fY4ELEN - S T AR &GRSR
BEARE

RS LSS ST -

REHLG ) B

PR DR A iS5t - B ER I REERRYI -
R EEFEESJEKEH S

WEEE ] A ERIBHIERE, > EalEN IR -

YR EARHEH R - A EEN ARE] T EBHYH b —{EREE 7 -
WEEHI AMRE M T K - iRy T Rl Esagasny Eis -

7 HL A s R R B A T (E R A T4 -

D & 2 i R I AT I R B R AC P M e I R

FEAPITHVHEEGE FENE ER
DL B M8 e B B AV
EMmEMPIERS AL AEkesi - SREUEHA U -

20. ﬁ?ﬁ?ﬁé@{%ﬁ‘%ﬁ% . http://www.infosec.gov.hk/common/flash/Security on_Wi-Fi_Setup/Security_on_Wi-Fi_Setup.html

AERPAE 2 B A P i 47 4845 (SSID)

BRI N R

BE AR m_l:i_)
fEF T A 4

1. | 3E AcessPoint(AP)EH & &1 3. | BE Ko

2. | B@EhEkRn®E WEP/WPA/WPA2 9. | 8Ff DHCP (IR IP)
4. | HEFFEPiE 2 ERSIN AAR494% (Mac Address)

5. | NEHTHEE SSID(4Ers4TH) 44 - & default password

6. | NEHE broadcast 49441 (SSID)

7. | E1EEEH] remote admin i&iEE T

8. | FEFH%E IPEE e.g. 10.100.1.10-10.100.1.20

10. | BEEf DMZ(DeMilitarized Zone ;& {52/ ) BHEE

11. | R AP SEITFIETHEIN 12. | ZHEBEIER - RSN

EiRZEE | http://www.infosec.gov.hk/tc_chi/promotion/security _animations.html
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21. N4 Intranet

{EFH B RAERry 4858 (140 eclass)
LRy SN E B PR A

PR 4 SR,

I G

TEm PRz

B ] TRRBEFIAA BT Rt

IsR7EE ~ =1E FREGE/E BT FECNERE - REEES
TEAb T EAEZE/ &

]

YMNEE4E . Extranets

SIS (AT ORI - (O AT
AR HERITKAS - B - 1% - VPN

22. {1/FE A A (B) T #2E Ergonomics ? WiEEH A B T 2B B R0y 4@ E M -

Hre AR - B E R R A S
[ THOME S IR 240 - i A\ IR~ L] -
EBIE A A R - B - ey i —FIRiER -

EEEE5E Repetitive Strain Injuries (RSI)

REFRIEAER - 5B - ALASHE
{50 FHA 5 AR s A IERRRY DT 2

BEEHERESIEA A B8 7 5801 -

15 | HRET RSy Uil T/ 77 1 WlASE

o] FE[ RS1?  http://www.ergopro.com/

1. &Ry TIEHEE
{58 FH e P A = T A A 1
B BN B — S -

(50 FH BRI Iy - [RIRFE PR » Ao THesEdh -
AR RN SR > OB EEPRS (IR /KAELR -
AR TS R > AR EL PR ANRES -

o0 s bR

{E FAREEE - R E AE RIS AR AR AT = -
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2. RIFHITAETTA / IEHEZSS
1. A7y - SReVAREE > BEEE T - SERLLEE e eI

2. FHfOrEr 90° & - SRR TAEEAVHEEIE - SREIE IR -
3. BHEAEURES/KY ~ WIS ORIFIRCA

4. EEER B RE

5. REFFHIKFHE

6. TEHIETIRE -

7.

DT ~ iR R R — e R B AV )

3. EIEAIEHE %ﬁa SIS AR

1. WEEGEUSIAEE - IR E NG R

2. [EHE

3. FEF4GE » HFMEEIRK - A2 EFE

4. FTEFNG - WEMAKISEH 55

3R FH -

1. E/0#EE (Reduce) 2. 1E3EHEA (Reuse) 3. 1EIEHE (Recycle)

24. JEHE A ERIN 2RO - RGBT RS - RIRL R -
sl S B AR (E ARV E R FEA - R ETARYG IR EFE R4 2

LT SRR, R/ GEBEMEIGESEMF KR sRiTams
A HIRER - BCRmEllE [ 2 AR
R IT7 et » 7 AT
1
Ergonomics E

1
Using the correct posture at the keyboard can reduce eye strain and fatigue
and will result in significantly better typing performance. !
Follow these guidelines

1. Line up top of monitor with
top of head.

Position screen at arm's Tength,
Relax shoulders.

Bend gl bows 90°.

Keep wrists straight.

Line up hips, shoulders, and — —
ears vertically.

7. Place hips far back in chair,
bent at 90°.

e
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Computers Graphics ZEHS[E 4G
® Computers CANNOT store and transmit graphics using character
representation codes such as ASCII. ('@'=64,'A'=65,'B'=66,...)
® REEFIF S 4t ASCIL » SRAFGEEE A G
® Computers must somehow encode (4gff5) graphics as 1s and 0s to store them
electronically. DL (85(5) 77 70(0/ 1) AR hE 5

Bitmap Graphics (bmp, gif, jpg)

o \x.bmp, X.gif, X.jpg EhiiE[E VS = fE are all bitmap graphical format data files.

® Computers store {7{z bitmap graphics using a code({{f) that indicates #+
the state jjkfE (on=1 & off=0) of each individual {5 dot (pixel ),
displayed on the screen. FIF{trE(0101...) EFERFE FIVE—BL/6Z

http://www.cs.cf.ac.uk/Dave/Multimedia/node165.html
A 640 x 480 _ (a)__ image [E# requires 53 _ (b)__ of storage {5725

(a) [Ef: image

(b) El&K/ size

4 |1-bi Monochrome KB | (640x480 pixels {5:Z/%h)
JKPE [B-bitj gray-scale KB | (640x480x8 bits)

¥t 8-bit color 307.2 KB | (+color lookup table)
EHEf|24-bit true color 921.6 KB | (307.2x3)

http://gcsecomputing.org.uk/theory/1 4/1 4 images.html

colour depth Number (2") of Example binary code(s) used
(n-bit) possible colours to store the colour information
%/ ViEAFEBH about each pixel
1-bit 21=2 0,1
2-bit 2°=4 00, 01, 10, 11
3-bit 2°=8 000, 001, ..., 111
4-bit 2%= 0000, o001, ..., 1110, 1111
8-bit 28= 10010101, 11101101 ...
24-bit 2°4=16,777,216 010110101110001101001101

=M n-bit Z&7R 1 53 pixel

CPU, memory & Binary Logic
® http://gcsecomputing.org.uk/theory/1 2/1 2 binary logic.html

graphics.docx 21.1
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The simplest bitmap graphics are monochrome (B8t 2)55=1) . iz i B Y B ]

Example: figure 1 figure 2
| color depth color depth
00000000 | | g =[i 0101010101010161 || tuE =2
00011110 00001010101000
00101100 0101111111110110
01110100 0101101101100111
01011100 01011101101111
00110100 00111010011000

® Each cell(pixel & 1 %) represents {tZ a light bulb /&, 0 is off, 1 is on
® The dimensions of figure 1 is 8x8 pixels K~ A/Nfy 8x8 5%
® Its file size [EfgA/Nis __ bitsor __ bytes (1 byte = = 8 bits firJr)

Grey-scale Jx[& / Color #ft Bitmap Graphics [B5fH[E]
If each cell(pixel %) in figure 1 contains two light bulbs of different colors
1 (#6082 [EREEEEE, figure 1 will have 4 colors (% 4 R FEIEAL

feE 2
P 1 0 1
0 black 00 grey
1 grey white
® Then the file size of the color graphic B E EfE A/ is bits.

® The color depth of the graphic is two. %:=2, B[l 2 bit B2{FTEH—
® (i.e. 2 bits are used to represent the color of a single dot/pixel)

Exercise
Use paint-brush /N&%7 to create a 640x480 pixel bitmap graphic ZhifH[E.
What is the file size [Efg A/N (in Byte) of that graphic?
color depth | File size (Bytes)
(EEMS [EiE RN (57E0)

(a) | black and white 1 640x480
(b) | 8-bit 256-color 8 640x480
(c) | 24-bit true color 24 640x480

What is the color depth of the 256-color bitmap graphic (256 t&)%iffE, fE="?
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R luti RIRIE
esolution e _ o 00000000
® It is measured by dots per inch (dpi) &%/ Mg, If the 00011110
actual size H[Z A/ of figure 1 is one inch by one inch
_ _ _ oyon 00101100
® 1nfx1f, its resolution fi#4f% is then 8 dpi. &I _ 01110100
® In general, screen resolution fig{#E is 72 to ___ dpi, 01011100
® normal printing —#&EIR is dpi. 15775 300 %
rmal printing —fiZEIRl is ____ dpi. (F 1 5 ) 00110100
Exercise
The actual size of a picture is 4 inches x 3 inches (B A/N: 4 I5Fx3 I5f). 4 I

If the screen resolution FFEHEfEEE is 96 dpi, what are the dimensions 31
ZEFERFE F R~ A/N of the graphic on the screen?

Compression 45 of bitmap graphics ®LfE &

http://www.cs.cf.ac.uk/Dave/Multimedia/node171.html

1. JPG (Joint Photographic Experts Group):
® Lossy [£E)/F B (HElE) compression B
® (higher compression ratio means poorer quality
® JERNELLAR(%)HE - [EE: AR
® Support 24-bit true colors EEf, suitable for photos. H&f#EFE_
2. GIF (Graphics Interchange Format):
® Lossless JE4-E compression (can retain {£& original quality [FsRE ).
® Support colors (8-bit), suitable for drawings, #H&_
® Support ¥ transparency #%EHH and animation Zj=E.
3. BMP:
® No compression ;¢ER4E, huge file size {5
4. TIFF:
® Lossless JE2LE/A[#EH compression
5. Postscript:
® A typesetting programming language which includes text as well as
vector/structured graphics and bit-mapped images
® Used in several popular graphics programs (Illustrator, FreeHand)
® No compression, files are often large

2]

Useful links: http://www.why-not.com/articles/formats.htm
http://www.faqgs.org/faqs/jpeg-fag/partl/
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Compression R4 54
1. Lossless [JE4:E [compression
For Example: ‘894 00000 00000 00000 00000 00000 00000 00‘
we can replace with Hjift> where f is the flag for zero.

® Suppression ]l of zero's in a file (Zero Length Suppression)
Applications £ of this simple compression B 4G /7% technique include:
€ &% Silence £ in audio data, Pauses {£i{F in conversation #%h
¢ [E{5 : Bitmaps HhEHE
€ % ! Blanks ZE5 in text (52 fE or program source files
€ 175 Backgrounds in images [E/{§ 55

® Run-length encoding
¢ frequently applied to images. & HRE &
€ a small compression component F4E4H{F used in JPEG.
For example:
Original Sequence JEE4ERT: [111122233333311112222|
can be encoded as EE4E%: (1, ),(2, ),(3, )., ),(2, )
The savings are dependent on the data. E&EE1&ZEME? AIFE RN
In the worst case (Random Noise) encoding is heavier than original file.
e.g. [123456789..] wigiEy B AEE

® Pattern Substitution 7=FHI{t
This is a simple form of statistical encoding fHE 451 4R,
Here we substitute a frequently repeating &% pattern(s) with a code.
DIAREE R it (pattern) 1y 8 X The code is shorter than the
pattern giving us compression. {(CHEr bEE% 4H B 5 S B
A simple Pattern Substitution scheme could employ predefined code (for
example, replace all occurrences of with the code ).
More typically tokens {t# are assigned to according to frequency of
occurrence HIRSEZKX of patterns:
o Count occurrence of tokens (#{#.)
o Sort in Descending order (#Ef7)
o Assign some symbols (575%) to highest count tokens
A predefined symbol table may used (i.e. assign code j to token /).
However, it is more usual to dynamically assign codes to tokens.
The entropy encoding schemes below basically attempt to decide the
optimum assignment of codes to achieve the best compression.
http://en.wikipedia.org/wiki/Lossy compression
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"lossy" [£H |compression 4
is a data encoding method that compresses data by discarding (losing) some of it.

R B

Compression ratio
. Video can be compressed greatly (e.g. 100:1)
with little visible tbfHn] R (228 )& Zf825 quality loss
o Audio can often be compressed at 10:1 with little loss of quality
« Still images %%4,%@ are often compressed at 10:1,
but the quality loss is more noticeable nJZ2&2 4 .

Most compression programs use a variation of the LZ (Lempel and Ziv)
adaptive dictionary-based algorithm to shrink files %g/|\& 2.
Dictionary Text
1. ask "Ask not what your country can do for you -
2. what ask what you can do for your country."
3. your by John F. Kennedy 1961
4., country
5. can Becomes:"\1not2345678--12856734
6
7
8

. do

. for

. you
we need to save the dictionary FFiith—iE{EF itself along with the file.

1. ask_ "Ask not what your country can do for you -

2. what_ ask what you can do for your country.”

3. you by John F. Kennedy 1961
4. r_country

5. _can_do_for_you Becomes : "\1not_2345_--_12354"

Shockwave (swf)

® provides a vector-based Eb% animation capability.

® Instead of specifying the color of every pixel, a Shockwave file specifies the
coordinates of shapes (e.g. lines, rectangles, circles, etc.) and color of each
shape. EFEZ (4%, &7, B R BIE, (FEEMRG, 4R, )

® Shockwave files can be extremely small. They allow animation and sound.
The images are also scalable Y{E#=E ~ % » A=
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5. Comparisons between BMP, GIF and JPEG file formats. [EfEt&= Lk

BMP GIF JPEG
File size A/ X Larger /N Smaller /N Smaller
Quality B Good &k Lossless FELE Lossy £H
P4 7= No compression | compression 4 | compression ER%E
Color 24 bit colors 8 bit (256 colors) 24 bit colors
Transparency | =7f% Support & Support K¥#Z NO
79A

6. Calculate the file size (in kB) of a 24-bit color 2048x1596 pixels {42 bitmap
¥EfEE graphics. (1 Byte = 8 bits; 1 kB = 1024 Bytes)
File size =

7. Ifthe graphics 2048x1596 pixels {4:% is printed out in 300 dpi (dots per inch),
what will the length and width be (in inch)?
Length = Width =

Sound File Format Z3faEr& =
1. WAV | ® The raw recorded J5#a3%%. digital sound #iEZ%%, 45 BEYE

uncompressed.

® e.g. from Windows build-in recorder $%% (sndrec32.exe)

® file size (bit) = no. of channels 75 x sampling rate % x
sampling size BifE A/IN x recording time Ugggisf] (in second)

2. MP3 ® MPEG-2 Audio Layer-3

® most commonly used compressed digital audio &%¥ file

® Lossy KEHEJ? compression B %5 (by remove those sound
in inaudible regions). %%K?UEI’J%B%

® Compression ratio E%ELbX is usually _ (with 128 kbps bit
rate & 44.1 kHz sampling rate FiE:%, 16-bit it A/]N)

3. MIDI | e Musical Instrument Digital Interface

® Music and sound are synthesized &% by sound card & xyli#

® stores the codes (program) only, so very small file size
F_____ - EEEE

® MIDI software 4z#E#{4- can generate or edit the MIDI codes
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Exercise:
1. Using Window Sound Recorder to record above 30 seconds of your voice and
then take down the following data:
Recording time in second:
File size in byte:

: e [ -
Sampling Rate: ooots [ 000

=

Sampling Size:
Mono or stereo? | | |

2. Calculate the file size (30 #)) and show the steps
file size = sampling rate * sampling size * time * no. of channels
44.1 kHz x 16 bit x t x 2
=44.1 x 1000 x 16 x 30 x 2 bits (1 k =1000)
=44.1 x 1000 x 2 x 30 x 2 Bytes
= (30) Bytes

3. Change your sound file from WAV format to MP3 and take down the file size.

4. Using Anvil Studio to create a 30 second music and save your song as MID
format. Take down the file size.

Sound
Sound is a wave pattern, characterized by loudness (amplitude) and pitch
(frequency) http://www.phy.ntnu.edu.tw/ntnujava/index.php?board=3.0

Amplitude I /\
—
Wavelength ‘

Frequency: The no. of times the wavelength occurs in one second.
Measured in kilohertz (kHz).
Digital audio

Digitization 5t of sound:

f o ap e i e

Analogue f&#¢ sound wave --> digital ##% (01001) values
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Advantage : Computer can handle.
Disadvantage : Cause distortion - H.

CD-quality (44,100 times/sec, 2-byte)

1 second of music(stereo) requires: 3-minute song

17 (7RSE) =2 = 176,400(3)(60)
44,100 = 31,752,000 bytes
= 176,400 bytes / sec =

MP3 Bit Rates

the number of bits per second encoded in the MP3 file

The lower the bit rate, the more information the encoder will discard when
compressing the file.

Bit rates range from 96 to 320 Kbps (kilobytes per second).

Using a bit rate of 128 Kbps usually results in a sound quality equivalent to what
you'd hear on the radio.

use a bit rate of 160 Kbps or higher the MP3 file will sound like CD quality

http://www.cs.cf.ac.uk/Dave/Multimedia/node143.html

Electronic Music
http://www.indiana.edu/~emusic/etext/toc.shtml

frequency ##8 — sound pitch & (rapid oscillation %%
(¥ Hertz = cycles per sec f§#/#) = no.of wavelengths A/sec)
amplitude @ (height &) — intensity 587 (decibel 77 H) — loudness & & K/
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Sampling [tk 4] (#dE(L)

® records the height of the sound wave at regular time intervals T,

® HIF—ERHT  skEE

® file size (bit) = no. of channels g x sampling rate Hif:3# x sampling size
HiER/N x recording time gisf (£9)

® Sampling rate if%3% is the number of times
that the sound wave is measured in each .

second. (e.g. 44.1 kHz) IHUE(RID KR & e
(44,100 %) af
® Sampling size it A/ is the number of bits
used to store the height (amplitude) of the ;
sound wave (e.g. 16 bits). =4I FERE 21°=
st 4 ot d B
SRR
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* Low sample rate HUE#%f&, may cause the output wave clipping 543k

Standards:
1. Sampling Rate H{fE% 2. Sampling Size HifgE A/ 3. Channels &
8.0 kHz Telephone 8-bit : Spoken voice 1-mono
11.1 kHz Spoken voice 8-bit : AM radio 2-stero
22.05 kHz AM radio 16-bit : CD-Audio
44.1 kHz CD-Audio 24-bit : Professional
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Sampling in a 4-bit A to D converter

A
Measurement Sound wave
of amplitude

Hn

1o

1o A |
- A £
| ) |

i
| |

|

|

1011 A 4

2 il

ol0
o101
0100
oot
0010
0001
0000

v 44.1 kHz (4-bit)

Definition of BHE -
A method of storing, processing and transmitting information through the use of
distinct electronic or optical pulses that represent the binary digits O and 1.

Advantages of Digital - Disadvantages of Digital -

® |Less expensive ® Sampling Error

® More reliable ® Digital communications require

® FEasy to manipulate greater bandwidth than analogue

® Flexible to transmit the same information.

® Compatibility with other digital ® The detection of digital signals
systems requires the communications

® Only digitised information can be system to be synchronised,
transported through a noisy whereas generally speaking this is
channel without degradation not the case with analogue

® Integrated networks systems.

Definition of Bt -

Analogue is a transmission standard that uses electrical impulses to emulate the
audio waveform of sound. When you use a phone, the variations in your voice are
transformed by a microphone into similar variations in an electrical signal and
carried down the line to the exchange.

Advantages of Analogue - Disadvantages of Analogue -
® Uses less bandwidth ® The effects of random noise can
® More accurate make signal loss and distortion

impossible to recover
® No error checking mechanism

http://cnx.org/content/m11060/latest/

VCD: 352x240 DVD: 720x480
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